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Agenda
• Measure what needs to be managed
• Using the FAIR-U Workbook
• Understanding KRI
• Introduction to FAIR
• NISTIR 8286 – consuming good risks
• FAIR Cyber Risk Scenario Taxonomy
• Calibrating the data – Doug Hubbard AIE
• Modelling Agentic AI risk with FAIR-CAM
• Simulation exercise

3



Denny Wan
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• Founder of Reasonable Security Institute
• AISA FELLOW
• FAIR Ambassador (APEC) 2024
• 2024 "Cyber Security Professional of the Year - Professional and Financial Services“
• CI-ISAC Australia Ambassador
• FAIR Institute Standards Committee member
• Chair – FAIR-CAM Workgroup

Email: dwan@reasonablesecurity.org.au
LinkedIn: https://www.linkedin.com/in/wandenny/
Twitter: @denny_wan

mailto:dwan@reasonablesecurity.org.au


Measure what needs to be managed
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Source: The FAIR Institute



Communicating Cyber Risk in dollar value
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Source: The FAIR Institute



Using the FAIR-U Workbook
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Source: https://www.fairinstitute.org/fair-u-workbook



Using the FAIR-U Workbook
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Source: https://www.fairinstitute.org/fair-u-workbook



Using the FAIR-U Workbook
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Using the FAIR-U Workbook
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Using the FAIR-U Workbook
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Using the FAIR-U Workbook
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Understanding KRI

• A measurable metric used to signal potential risks
• Risk = effect of uncertainty on objectives (ISO Guide 73)
• Risk = Lost Event Frequency * Loss Magnitude 
• Identify emerging threats before they escalate into major issues
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Measuring KRI

• Define Risk Categories – Identify the specific risks relevant to the 
organization

• Select Measurable Indicators –financial ratios, incident rates, etc
• Set Thresholds & Benchmarks – Establish acceptable risk levels 

and trigger points for action
• Monitor Trends Over Time – Track KRIs regularly to detect patterns 

and emerging risks
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Introduction to FAIR
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Open FAIR standard
The Open Group FAIR Risk Analysis (O-RA), Version 2.0 (https://pubs.opengroup.org/security/o-ra/)

The Open Group FAIR Risk Taxonomy (O-RT), Version 3.0 (https://pubs.opengroup.org/security/o-rt/)
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FAIR Control Categories

Risk Analysis (O-RA), Version 2.0.1
https://pubs.opengroup.org/security/o-ra/
https://publications.opengroup.org/c20a
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Mapping to NIST CSF

Source: The Open Group FAIR Risk Analysis (O-RA), Version 2.0

 (https://pubs.opengroup.org/security/o-ra/)



NISTIR 8286 - Integrating Cybersecurity and Enterprise Risk Management (ERM)
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Source: https://csrc.nist.gov/pubs/ir/8286/final

https://csrc.nist.gov/pubs/ir/8286/final


Consuming good risks



What is good risk?



Risk appetite and tolerance



Risk appetite and tolerance



Risk Appetite
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Source: https://www.linkedin.com/pulse/building-apra-cps-234-compliance-template-denny-wan/



Framework for Effective Cyber Risk Management
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Source: https://www.fairinstitute.org/blog/integrating-fair-models-a-unified-framework-for-cyber-risk-management



FAIR Cyber Risk Scenario Taxonomy (An Analyst's Guide)
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Source: https://www.fairinstitute.org/resources/fair-cyber-risk-scenario-taxonomy



FAIR Cyber Risk Scenario Taxonomy
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Source: https://www.fairinstitute.org/blog/announcing-a-fair-taxonomy-for-cyber-risk-scenarios



Calibrating the data – Doug Hubbard AIE
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Source: https://hubbardresearch.com/about/applied-information-economics/



How to Measure Anything in Cybersecurity Risk
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Materiality, Materiality, Materiality

https://www.fairinstitute.org/resources/fair-mam



Modelling Agentic AI risk with FAIR-CAM
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FAIR Controls Analytics Model  (FAIR-CAM )

Control 
Physiology

FAIR Controls Analytics Model  (FAIR-CAM )
https://www.fairinstitute.org/fair-controls-analytics-model



Model Context
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Model Context Protocol (MCP) Nov 2024
https://www.anthropic.com/news/model-context-protocol

Google Agent2Agent Protocol (A2A)
https://developers.googleblog.com/en/a2a-a-new-era-of-agent-interoperability/

Source: Unlock Collaborative, agent-to-agent scenarios with a new open protocol
              https://google.github.io/A2A/#/

https://developers.googleblog.com/en/a2a-a-new-era-of-agent-interoperability/
https://developers.googleblog.com/en/a2a-a-new-era-of-agent-interoperability/
https://google.github.io/A2A/#/


Taming Agentic AI risks with FAIR-CAM 
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Reference: https://www.fairinstitute.org/blog/taming-agentic-ai-risks-with-fair-cam



Scaffolding for Critical Thinking
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Source: https://www.fairinstitute.org/blog/fair-cam-scaffolding-for-critical-thinking



Simulation exercise
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